
DCS-7517_B1_FW_v2.02.01 Weak 
Password Vulnerability

 

firmware version  
vendor: dlink_ipcamera

product: DCS-7517B1

version: below or equal v2.02.01

firmware download url: https://files.dlink.com.au/products/DCS-7517/REV_B/
Firmware/Firmware_2.02.01/

description  
In D-link-ipcamera DCS-7517B1 firmware, binary /bin/httpd contains weak 
password vulnerability. The root user, which has superuser privileges (UID=0, 
GID=0), uses a password generated via a predictable mechanism based on the 
devices's MAC address. Attackers can reproduce the password generation and gain 
unauthorized administrative access to the device.

details  
The vulerability resides in /bin/httpd binary, where the function FUN_0000a71c 
calls library function generate_pass_from_mac to generate the root password.
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The generate_pass_from_mac function (in /lib/libnvarm.so) calls crypt() to perform 
password hashing with a fixed salt value ("AM"), making it vulnerable to brute-force 
attacks or raindow table precomputation.

An attacker with access to the device's MAC address(which can be obtained through 
network scanning or physical access) can reproduce the password generation login 
and gain unauthorized access ti the device.





The password is written to /etc/passwd file, granting root-level superuser 
privileges to the attacker.
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