DCS-7517 B1_FW v2.02.01 Weak
Password Vulnerability

firmware version

e vendor: dlink__ipcamera
e product: DCS-7517B1
 version: below or equal v2.02.01

« firmware download url: https://files.dlink.com.au/products/DCS-7517/REV_ B/
Firmware/Firmware_2.02.01/

description

In D-link-ipcamera DCS-7517B1 firmware, binary /bin/httpd contains weak
password vulnerability. The root user, which has superuser privileges (UID=0,
GID=0), uses a password generated via a predictable mechanism based on the
devices's MAC address. Attackers can reproduce the password generation and gain
unauthorized administrative access to the device.

details

The vulerability resides in /bin/httpd binary, where the function Fun 0000a71c
calls library function generate pass from mac to generate the root password.
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wold FUN_0000a7lc{wvodid)

char *pcVarl;

2

3

4

3

& int iVaris
7| undefined4d uVari;

2| undefinedd4d uVard;

9| pthread t local dc;
10| char acStack &3 [32];

11| char acStack_4% [&4];

13| pcWVarl = (char *)nvram safe get ("HNetwork.PFnF.Frovider™);

14| strecpy({ac3tack_ 48,pcVarl);

15| pcVarl = (char *)nvram safe get("ImageSource.I0.Video.Detectedlype™):
1| strecpy({ac3tack &8,pcVarl);

17| 41if ((DART 000lecad == (woid *)0x0) e&

18 (DAT 000léca4 = calloc({l,0x2000), DRT 000lecad4 == (void *)0x0}) {
15 3y3log {3, "not enough memory™);

20 return;

21 }

22| 1iVari = atrcasecmp({acStack_43,"0lync™);
23| 1f (iVarz == 0} {
24 g F n GenPassForQlync();

25( }

26| else |

27 generai:e _pas3_from mac();
28 1}

29| puts("g_F n CheckMaxFps"};

300 g_F n CheckMaxFpsa({0,acStack_&g);

31| generate_axis multiprofile parameter();

32| iVari = pthread create(&local oc, (pthread attr t *)0x0, (_ start routine *)&LAB 00005L%c
33 {wvoid *)oxd);

34| if (iVar2 == 0} {

35 pthread detach({local_gc);

36| 1}

37| uVarsd
38| uVard = nvram safe get("Froperties.Firmware.SoftwareVersion™);

nvram safe get("Brand.Frodibr™);

39| ayslog(3,"Model name %3 Firmware wversion %s\n",uVar3,uVard):
40| pcWVarl = (char *)nvram safe get("Froperties.Firmware.3SoftwareVersion™);

41 iVar? = atrncasecmmineVar] O "R.UET.30

The generate pass from mac function (in /lib/libnvarm.so) calls crypt() to perform
password hashing with a fixed salt value (""AM"), making it vulnerable to brute-force
attacks or raindow table precomputation.

An attacker with access to the device's MAC address(which can be obtained through
network scanning or physical access) can reproduce the password generation login
and gain unauthorized access ti the device.
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int iVarl;

byte *pbVari:
undefined4 uVari;
char *pcVard;

FILE * stream;

byte local 188 [5];
undefined local 1637
undefined local_l&d;
undefined local l&l;
undefined local l&0;
char acStack 1l5c [l&]r

char acStack l4c [&];
byte local_lde;

local 145;
local 143;
local 142;
local 1407
local 13f;
local 134;
local_1l3c;
local_ 135;
uStack_134;
uStack_130;
ustack_l2cy
uStack_ 1287
uStack_la4;

undefined
undefined
undefinesd
undefined
undefined
undefined
undefined
undefined4
undefinedd
undefinedd
undefinedd
undefinedd
undefineda

undefined local 1237
char ac3tack 113 [25&];

uVari =

local 160 = 07
local la&[1]
local_lag([2]
local_la&[3]
local_lag[4]
local 163 =
local le2 =
local lel =
pbVari =
while (local_l4g !'= 0} {

local 145;
local 143;
local_l42;
local 140;
local 13f;
local 13d;
local l3cy
local leg;

wolid generate _pass_from mac (voild)

these items will be written

in when meet snprintf (0x14)

nvram safe get ("Network.Interface.IO.hActive. MACAddress™);
snprintf{acStack ld4c,Oxl4,"%3",uVari);
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79| else {
20 strcpy ( (char *)&local 138,pcVard);
81 1

82| printf{"generate_pass_from mac %3 %5 ¥3\n",acStack ld4c,local l168,&local 138);

83| pcVard = crypt{{char *)slocal 133, "ab");

84| nvram set no modify flag({"user.username from mac”™,acStack_l3c);

83| nvram set no modify flag("user.password from mac”™, &local 138);

86| sprintf{ac3tack_l1%, "root:abATsxpNyEpdY:0:0:root:/:/bin/sh\n%s:%3:0:0:ro0t:/ 1 /bin/sh’
a7 acitack_l5c,pcVard);

88| _ stream = fopen("/etc/passwd”, ™w");

8%| if (_ stream == (FILE *)0x0) {

S0 puts{"Error ! Can\'t create file /Sfetc/passwd™):
91 return;

L I

93| fputa(acStack_ 115, stream);
94| fclose{_ stream):

95| return;

g9a|}

L]

The password is written to /etc/passwd file, granting root-level superuser
privileges to the attacker.
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